REVIEW COMMITTEE - 12 July 2011 ltem 7

REGULATION OF INVESTIGATORY POWERS ACT 2000
(‘RIPA)
1 SUMMARY

1.1  Onthe 8 March 2011 the Review Committee received a report which
summarised the Council’s use of RIPA powers and made recommendations
with respect to Member involvement in the future oversight of the regime.

1.2  Following that meeting the Surveillance Commissioner carried out a
programmed inspection of the Council and this report highlights his findings.

2 INTRODUCTION

2.1  Asrecommended by the Codes of Practice the Council agreed that the
Review Committee should oversee the Council’'s use of RIPA. This includes
receiving quarterly reports on the Council’s use of its powers and reviewing
the Council’s policy relating to RIPA on an annual basis.

2.2 The Inspection by the Surveillance Commissioner took place on 7 April 2011
and a copy of his report is appended.

2.3  The purpose of this report is to highlight the key findings of the Inspector and
advise on the Council’s use of surveillance powers over the last quarter.

3 SURVEILLANCE COMMISSIONER’S REPORT

3.1 The report is very positive on the Council’s management and use of RIPA and
the Committee will note the following key points:-

e The 3 areas for improvement identified in the previous Inspector’s report
made in 2008 have all been satisfactorily discharged.

e The Council’s recently revised RIPA policy has been described as
“comprehensive and easy to understand”.

e The Inspector examined this Committee’s involvement with the RIPA
process and concluded that , “The minutes clearly illustrate that the
Council and its Members approach their statutory responsibilities in a
serious manner.”

e There is a high level of staff awareness on RIPA and the standard of
training given is comprehensive.

e Recent RIPA authorisations were of a good standard and complied within
the law.

3.3  The Inspector identified some areas for further consideration:-

7.1
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4.1

5.1

At paragraph 9 he indicates that it is not ideal that the Senior Responsible
Officer (SRO) also has authority to give authorisations.

Although this may not be ideal in a larger organisation it doesn’t present a
difficulty in a small authority where there are few cases and where clear
scrutiny arrangements are in place. The Inspector made no recommendations
for change and it is not considered that any are necessary given the size of
the authority and the number of cases dealt with.

At Paragraph 18 the Inspector highlights that in 2008 a RIPA authorisation to
carry out surveillance was granted for one week, whereas the Code of
Practice states that authorisations should continue for up to 3 months unless
renewed or cancelled.

New measures have been introduced to regulate the process since that time
including reducing the number of authorising officers and authorisations made
after 2008 have been fully compliant with the 3 month requirement.

QUARTERLY STATISTICS ON THE COUNCIL’S USE OF RIPA POWERS

1 January — 31 March 2011

Authorisation Nature of Authorisation | Expiry date / Review

Date Date(s)/ Cancellation
Date

08/02/11 Revenue & Benefits Expiry date — 04/05/11

investigation requiring
surveillance of residential | Reviewed — 23/02/11
premises. Allegation of
overpayment of benefits to | Cancelled —10/03/11
one person due to the non
disclosure of the
occupation of another
person who is believed to
be working.

Due to the minimal number of authorisations granted it is proposed that
reports on authorisations are made to the Committee on an annual basis
rather than a quarterly basis with the next report in March 2012 when the
Committee carries out its annual review of the RIPA policy.

RISK IMPLICATIONS

The improper or disproportionate use of RIPA powers could lead to adverse
publicity in the media and serious reputational damage.

7.2
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6.1

7.1

CRIME AND DISORDER IMPLICATIONS

Use of RIPA powers in an appropriate and proportionate manner can assist in
the prevention and detection of crime.

LEGAL IMPLICATIONS

Failure to comply with RIPA legislation may mean that covert surveillance
evidence will not be accepted in court and there may be issues of
privacy/human rights contraventions.

RECOMMENDATION

It is proposed that the Committee recommends to Council that the
Surveillance Commissioner’s 2011 inspection findings and the quarterly
authorisation statistics be noted and that future reports on RIPA
authorisations are considered by the Review Committee on an annual basis
with the annual review of the policy.

Albert Bugeja

Head of Legal, Estates & Member Services

For further information please contact Nick Khan on:-

Tel:-

01702 318169

Email:- nicholas.khan@rochford.gov.uk

If you would like this report in large print, Braille or another
language please contact 01702 318111.
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-Covert Survelllance

On 7" Apnl 2011 one of my Inspectors, Mr Kevm Daws v:sned your Councul on my
behalf to review your management of covert actnvmes lam grateful to you for the
facflltles afforded for the mspechon _ _

 enclose a copy of Mr Davas s report wh:ch | endorse lam pieased to see that the ‘
- recommendations made following the last inspection 3 years-ago have béen dlscharged. _
Although you rarely use your covert powers, it is commendable that your officers are
keen to dlscharge their RIPA responSIbllltles appropnately ‘

 The smgle recommendation is that authorising officers famitiarise themselves W|th the
revised Codes of Practice, particutarly i in relation to the duratlon of authorlsations

S shall be glad to leam: that your Councﬂ accepts the recommendatlons and wﬂl see that -
. they are implemerited. ' . . '

One of the main functlons of review is to enable public authontles toi 1mprove their -
understandlng and conduct of covert activities. | hope your Council fi nds this process
constructlve Please. !et thlS Oft' ice know if it can heip at any tame

-1

'Mr Paul Warren
- Chief Executive -
- Rochford District Council
7 .Council Offices
- South Street
‘Rochford
SS41BWL

PO Box 29105 London. SWIV 1ZU Tel 020 7035 0074 Fax 020 7035 3114
Web: www.surveillancecommissioners.gov.uk cmail:oscm_ailqu@osc._g;i.goy-.uk
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. The Rt. Hon. Sir Christopher Rose
- Chief Surveillance Commissioner *
- PO Box 29105 , S e,
‘Londori SW1 1ZU o o 18™April 2011

- 0scC INSPECTION REPORT—'ROCHFORD'D.‘IST-RIC.T "COUNCIL.

: j‘- The 1nspectlon took place on Thursday the 7’th of’ Apr1l 201 1

Inspeeto -
" _ Mr Kevin Dav:s

: : General Descrlgtlon

S N Rochford isa small Dlstrlct located in South East Essex. It is bounded by Rlver Crouch to
- the north and the urban areas of Southend and Castle Point to the south. The District has
‘three main towns: Rayleigh, Rochford and Hockley Much of the remalnmg area is green ' . |
“belt with a large area around Foulness under Ministry of Defence control; London s
_ Southend Alrport straddles the Dlstrlct’s southern boundary w1th Southend

S The Ofﬁce of National Statlstlcs (ONS) mid-year populatlon estlmates showed Rochford s
‘District as having a populatlon of 82,000: The area is relatively affluent, ranking 314 outof = =
: 354 authorlttes natlonally, where 1 is the most deprlved and 354 the least deprlved ‘

3. The Corporate Management structure consrsts of the Chlef Exeeutlve (Mr Paul Wan‘en)
-~ andsix Heads of Service respon31ble for the followmg areas:

Informatton and Custorner Serv1ces
Legal Estates and Member Serv1ces '
-Planning and Transportatlon o
- Community Serv1ces -
Finance .
' Env1romnental Semces

4 | Correspondence should be forwarded to the Chief Executlve Rochford DlStI‘lCt Counc1l
Councii Ofﬁces South Street, t{ochford S84 IBWL ‘ -
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L InSpectio’n Apgroach L
The purpose of the mspectlon was to examine pollcles procedures operatlons and

- administration in relation to directed surveillance and covert human intelligence sources '
| (CHIS) under the Regulatmn of Investlgatory Powers Act 2000 (R[PA) o

A meetmg took pIace with Mr Nick Khan, Prmclpal Solicitor who holds the day-to-day '
responsibilities for the Central Record of authorisations and RIPA oversight and with Mr -

‘" Albert Bugeja Head of Legal, Estates and Member Services who is also the Senior

.. Responsible Officer (SRO) in accordance w1th paragraph 3 28 of the rewsed Codes of
. Practice.- ‘

- 1 examined the Central 'R‘ecord,"a' 'numb'er of authorieations for'directed surveiil_ance and’
relevant documentation. I had informative meetings with a number of practitioners and.
gave informal feedback at the conclusion of the inspection to Mr Khan and Mr Bugeja. -
| Review of Progress

- HH Norman Jones QC m hlS mspectlon of 2008 made three recommendatlons B

. )Ihe Guzdance and Workmg Code of Practtce should be amended

R

3 (a) in accordance with paragraph I 2 (n)

(b) in accordance w:th paragraph 1 3

Actlon '

. The Councﬂ ha reVISed its Covcrt Survclllance Pollcy and Procedure Manua.l to
‘incorporate (a) above, which refers to the need for a description of' ‘proportionality and

- necessity and (b) mcreased RlPA oversxght by a smgle post holder to- act as the Momtormg

o Ofﬁcer

N 'Dlscharged

L (Z)An officer of the Counczl should be deszgnated as. RIPA Momtormg Ofﬁcer to- undertake
the dutzes ourlmed in paragraph 1 3 : ‘

" Action

Mr Khan the Principal Solic'iltoruhdertal_(es thls folg'.*

- Disc’harged | | |

( 3)' that ﬁkhtre'tt*arnihg rhoufd be'_cohcehtra_tea' on ehsuring: »
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i z) that the concepts of necessrty and proportzonahty are clearly understood and dealt
“with m the written applzcatzons and authorrsatzons '

B (ii) that appllcants should bé encouraged fo use maps and plans to deﬁne what they are

seektng to have authortsed ( paragraphs 12 (iii) and 1 9)

(m) that authorising oﬁicers def ne the parameters of authortsarzons m detatl and with

- clarity (oaragraphs 16 and 20);

- '( i) that time ltmzts are correctly noted and observed and that review dates are set and
- observed (paragrapk 21 ) : : ,

L Actlon B

10

" See Io_aragraph eleven of‘this_ report concerning trai,ning.' - _ | L . o {_

L _Dlscharged

Pohcles and Drocedures '

: The Councrl now has revrsed RIPA Pollcres and procedures A new document tItI_ed

“Covert Survelllance Polxcy and Procedure Manual® produced in 2011 is both |
cornprehenswe and easy to understand. Clear guidance is available fo both the appllt:ant'

-and authorising officers as to their responsibilities. The Council, following advice given -
-during the last inspection, has reduced the number of authorlsmg officers. There are now . - .
" two, Mr Khan and Mr Bugeja. It is not ideal that Mr Bugeja should act as both the SRO and
. authorising officer. Paragraph 3.29 of the Covert Survelllance a:nd Property Interference
: Codes of Practlce states the followmg _

_ Wzthm local authorities, the seriior responszble oﬁr‘(:er should be a member of the corporate ‘

leadershgp team and should be responszble Jor ensuring that all authorzszng officers are of -
an appropriate standard in light of any inspection recomniendations in the inspection
reports prepared by the Office of Surveillance Commissioners. Where an inspection report

- highlights concerns about the standards of authorising officers, thzs individual will be
responszble for ensuring the concerns are addressed o

B! exammed the mmutes of the ‘Rev1ew Cornmrttee that 1s charged w1th provrdmg RIPA

oversight in accordance with paragraph 3. 30 of the Codes of Practlce which states the

_ rl followmg

T oddzt.orz, e’ectef’ members of a local ﬂutkor'ty should review the a.ffhorzty s use of the

2000 Act and set the policy at least once a year. They should also consider internal reports

. on‘use of the 2000 Act on at least a quarterly basis to ensure that.it is being used -

consistently with the local authority’s policy and that the policy remains fit for purpose.

- ’ﬂzey should not, however be involved in makmg decrs:ons on spec:f ic authorzsatlons '
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- The minutes clearly 111ustrate that the Councrl and its rnernbers approach thelr statutory

- respons1b111t1es in a serious manner. -

e

12

13 -The Central Record of authorrsatlons is compllant with paragraph 8 Iof the rev1sed Code

' Sign_ifica_nt.issues_ o

| '-Training

There was a hrgh level of RIPA awareness amongst those members of staff 1nterv1ewed
An external provider delivered training for applicants, authorising officers and councﬂlors

" in January 2011. I-was able to examine the training material used, which was _
: comprehensrve Practttmners 1nterv1ewed who had attended the trarmn 1g described 1t as. -
' Valuable :

: COuncil ethos

‘The Councrl isnota prohﬁc user of the powers vested under RIPA though itis evrdent that
- covert survellla.nce techmques are regarded as valuable 1f only asa last resort.

- . Central Record of Authorrsatlons

. of Practlce for Covert Surveﬂlance and Property Interference

B ‘ Dlrected Survelllance-

14

1S

16

'.Slnce the last 1nspect10n there have been three authorlsatlons for drrected surveﬂlance Two :
- were for suspected benefit fraud and the other for 3 number of planning regulation o
“breaches. I would make the following comments. The applications and authorisations were.

generally of a good standard with proportronahty, necessity and collateral 1ntru51on argued
cogently. There was’ cons1derat10n of alternative less intrusive methods; this was

' 'partlcularly relevant in the directed surveillance authorrsatron that concerned planning
- breaches in which there was a detailed description of the actions taken by the Councxl over
‘a - two-year period before ﬁnally decldmg upon covert survelllance :

T was pleased to note the mclusron of deta:led 1nteIlrgence plctures supplemented in one _
_ case by a copy of an anonymous letter received by the Councrl ‘the contents of whlch were
' supported by other known facts :

~All three of the authorlsatlons clearly articulated the requ1rernents of Note 116 of the OSC

Droeedm‘es mld Gu' dance 2010 tha* that states:

Section 32 (35) of RIPA requzres the authorlsmg oﬁr‘cer to descrzbe and specyﬁz heis -

. granting. This may or-may not be the same as ‘requested by the appluant For the benefit of o
. those operating under the terms of an authorisation, or any person who may subsequently '
- review or inspect an authorisation, it is essential to produce, with clarity , a descriptionof -
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" that wh:ch is bemg authortsed (ie. who what where ,when and how) The authortsmg
 officer should as a matter of routine state explicitly and in his own words what is being
- authorised, and against which subjects, property or locat:on Mere reﬁerence fo the terms -

- of the appl:catton is madequate '

17

18

Reviews and cancellatlons were timely. The results of the 1nvest1gatlons included a brtef

-analysrs as to whether the ob_]ectlves of the covert actw1ty were achreved
' An' area of con‘cern' arose in-an 1nvest1gat10n in 2008 where the'authonsrng ofﬁcer stated°

L Ttis agreed to carry out the survezllance for one week in order to zdentzjjz a place of

k' : employment

N Authonsmg ofﬁcers are remlnded that paragraph 5.10.of the revrsed Codes of Practme for
- Covert Surveillance and Property Interference states that:

‘A written authorzsatton gmnted by an authorrsmg officer. will ceasé' to have eﬁ‘ect (unless

 renewed or cancellea9 at the endof a pertod of three months begmmng with Ihe time at

' whtch it took effect.’

19

_Authorlsmg ofﬁcers are not allowed to grant survelilance for perrods Iess than th1s

duratlon o

There have been no authonsatlons for the use of CHIS since the Iast inspection. Theuseof -
~CHIS is not an area of covert surveillance that the Council believes it has the experience or
‘the desire t6 embark upon. The Council’s guidance document is clear for practltloners as to

. action and the level of authorlsatlonrrequlred -

20

21

. 'Observatlons .

I

B Roohford District Council is S not a s1gmﬁcant user-of RIPA but it was ev1dent from the _'
. inspection that it is keén to discharge its legal responsibilities appropriately. The. Council .

has adopted the advice given within the last 1nspect1on report whlch has allowed 11: to

-f1mprove RIPA comphance 8 S

The Counc1l has taken the view that it would be prudent to. have only two authorlsmg

. officers one of whom is the SRO. As I have mentioned in paragraph nine of this report, this

is: not an ideal solution. Whrle in a small organlsatlon this may be pragmatlc the Counerl

mav w1sh to recon51der the issue.

. Finally, I would to thank all of those who paltlclpated 50 posrtlvely in the 1nspect1on

proccss and in partlcular Mr Nrck Khan for making all the necessary arrangements
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Reco_m-meﬂdhtibns :

22 That authonsmg ofﬁcers familiarise themselves with the Codes of Practlce in partlcular the
- sectlons that relate to the durations of authorlsatlons :

Kevin Davis - o e e e B

Surveillance Inspector
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